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3 AT+IAPCONFIGSTART TR & S B

4 AT+IAPCONFIGSTOP HEREEHSEN
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1 AT+UART FWEARER

2 AT+CGMR BFEHRAER

3 AT+IHELP EREE

4 AT+IREBOOT EN=

5 AT+IDEFAULT MEHRE

6 AT+CWMODE WIFI 183 sta & ap

7 AT+INETSTAT 1R [B1BX AR 7S ip,mac

8 AT+IREADMAC IR mac Hbilk

9 AT+CWIAP EEZE B

10 AT+CWQAP 58 =%
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2.1 R B R IAEER AT+IMQTTAUTH

+IMQTTAUTH=<product_key>,
<device_name>, <device_secret>,

Wik a4 AT+ IMQTTAUTH =? [product_secret]
OK
IR ENEEINEER
EHS AT+IMQTTAUTH? BENZEIMESR
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R

OK

AT+IMQTTAUTH=<product_key>, OK
<device_name>, <device_secret>, HE
<product_secret> ERROR: Error parameter.

< product_key>: FfF&. 7= kA
<device_name>: B R EHBIR
<device_secret>:FFF & . & & H4A
<product_secret>F 8. = kA

= A
IShE

AT+IMQTTAUTH=gb80*1U, eng_**, 9da*++d2, 5Q5KQ#*2A1P
OK

A4 AT+IMQTTAUTH?
+IMQTTAUTH=gb80+1U, eng_»+, 9da=*+d2, 5Q5KQ#*2A1P

OK

ERSHENRNE, SESERFERGEREANIESRFMRED, B
NEHEPURTE.

MRRXA—E—8, BEFGMEERNFTER <device_secret>R B HZ
AT+IMQTTAUTH=<product_key>,<device_name>, ,<product_secret>
B, APBEREINMERERNA—E—2, §)

AT+IMQTTPARA= AUTHMODE,1 (FIEMET)Z AT+IMQTTPARA=
AUTHMODE,?2 (i AHER)

2.2 R BEESH AT+HIMQTTPARA

SH05

R @& A

+IMQTTPARA=<key>, <value>
AT+IMQTTPARA=?
OK
OK
&
ERROR: Error parameter.

AT+IMQTTPARA=<ParaTag>,
<ParaValue>

<ParaTag>: FfF&. S AR
<ParaValue>:#J. ZHME

ParaTag B3%: TIMEOUT, KEEPALIVE, TLS, AUTHMODE. £
TIMEOUT: MQTT i&3kiBRf (8], #AIs
KEEPALIVE: 5z i 29 E 89/ ki B (8] B8, S AL 7D
AUTHMODE: £4E 5,
O:A=THEEBIANO.
1oA—8—%, FUEAHE,
200 —B—%, IR
TLS: 0 A TCP EHiE, 1 AFF /A TLS &4 BIAA 1
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AT+IMQTTPARA=TIMEOUT,7

OK

BlF
EAS: AT+HIMQTTPARA?
+IMQTTPARA:timeout=5,tls=1 keepalive=1200,auth_mode=0,heart_beat=25
OK

S ?;lgﬁkljﬂﬁ SHRBHRGERGEEANES RFESRT. TREaN B
1ERHX.

2.3 E %1 AT+HIMQTTCONN

+IMQTTCONN=<host>,<port>

M a5 AT+IMQTTCONN=? oK
+IMQTTSTATE:1
T AT+IMQTTCONN=<host>,<port> OK
HFE
+CME ERROR:<err>
S KRB S
SHS B <host>: FFF 8. matt fRFRFAVEASR.

<port>: BRI wO.
1R E{& 1 A WMREZI, BEFHFEHRSH IMQTTSTATEL FFH
AT+IMQTTCONN=id.iot-as-mqtt.cn-shanghai.aliyuncs.com,443

+IMQTTSTATE:1

OK
BilF
R K
+CME ERROR: connect failed, please check network status and
variables like url, produt_key, device_name, device_secret

FAIL
MITRTNIE, 2% hostport fE B RFEIBEEANIE S KFtERR

ERER rh AR B R B EDIEE

2.4 X%HE AT+IMQTTPUB

+IMQTTPUB=<topic>,
ST S A AN <gos>, <message>
MK a2 AT+IMQTTPUB="?
OK

1 - +IMQTTPUB: <packet_id>
W7 AT+IMQTTPUB=<topic>,<qos>,<message> Q packet_i
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5{ & +CME ERROR:<err>
<topic>: FEfF &
SEOR A <qos>: A BUESEE A 0-1
<message>Fff . ELEMNHEENAR
< packet_id>: ¥ HY
B A 3FF qos=1, packet_id A& HEEBH id, ™E packet_id>0,
3+F qos=0, iZE# A 0.
AT+IMQTTPUB=/al13FN5TplKg/mqtt_basic_demo/user/update,0,123

+IMQTTPUB:0
OK
BF
RIEKM:
+CME ERROR:not connected

FAIL
AREIM FF qos>0, IREIFIIE R id, AT ER puback FHIE R id #H{TILED

2.5 1T} AT+IMQTTSUB

+IMQTTSUB:<topic>,<qos>

Tk ey AT+IMQTTSUB="? OK
+IMQTTSUB:<packet_id>
OK

Wi s AT+IMQTTSUB=<topic>,<qos>
HF

+CME ERROR:<err>
<topic>: FEfF &

SEGRA
HRe <qos>: B& BUESEE N 0-1
. . < packet_id>: IEE% HEIITHIASM id AN T789 suback
IR [E{E 15 B N NN
ey id TR MRIE LT, RARITE A
AT+IMQTTSUB=/a13FN5TplKg/mqtt_basic_demo/user/get,0
+IMQTTSUB:2
B+
OK
+IMQTTSUBACK:2,0
ERE
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Mk ar < AT+IMQTTUNSUB=?
OK
i AT+IMQTTUNSUB= <topic> ;I}L\/IQTTUNSUB:<packet_|d>,
SE P <topic>: ZF &
AT+IMQTTUNSUB=/gb80RSH2ulU/demo_05/user/get
+IMQTTUNSURB:3
i+
OK
+IMQTTUNSUBACK:3
< packet_id>: TE % 457 L1789 unsub 1EKAY packet FIFFS,
REME R AP FAMAIEEER unsuback R XX #Y packetid ILEC.ZARITE LT,
ZR7R unsub LA
AREI
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+IMQTTSTATE

Wik ar < AT+IMQTTSTATE=?

OK

+IMQTTSTATE: <state>
TS AT+IMQTTSTATE?

OK
SE A
<state>:E A MQTT HEZIRE
1R [E11E 1% AR O:MQTT B FFIRZS
LMQTT FE RS
AT+IMQTTSTATE?

¥ +IMQTTSTATE:1
OK

E MQTT E=MII/BEERT, & Dt EFRIBE R FAIZR
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EREW
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OK
OK
HiTwme AT+IMQTTDISCONN HE
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SER A
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-+ OK
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EREW
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OK
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+CME ERROR:<err>
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s <qos>: A EESEHE 0,1
SHHA a A
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1R [El{&% AR <packet_id>: F#E SRR EIRY id;
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<username>,<passwd>
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OK
L OK
N AT+IMQTTCRED=<clientid>, .
S <username>, <passwd> el
<P ERROR: Error parameter.
+IMQTTCRED=<clientid>,
s AT+IMQTTCRED? <username>,<passwd>
OK
<clientid>:FfF . MQTT EZERCHFH clientid FEX
ZH05 A <username>:FF&E. MQTT BiEIR X A9 username FE&
<passwd>:FFF 8. MQTT EEHR X H I password FE&
1R [E11E 15 AR
5i5<:
AT+IMQTTCRED=democlietid,demousername,demopasswd
OK
il .
e
AT+IMQTTCRED?
+IMQTTCRED:democlietid,demousername,demopasswd
OK
KIESHITE, SHBRRGEREEANFES K FHERT.
ST RETR MREZFEZYEMNES, BIWER IMQTTAUTH MIAMTHRE S
/LT N

MINEER) FEUERARIESHNREINMLESR.
MRNEZMEZMEIF S, T IEARIESHANRFIMLER.

2.12 VTHE9 ACK #g3Z +IMQTTSUBACK

B RT3 B R 6
%*JT{T’H“ AR RS AT +IMQTTSUBACK:<packet_id>,<result>
~

<packet_id>: BE TR XAELR id BT LETAITRIEE LA

SRR <result> TSR, 0 RRHY). EAER LN
RS

El
i +IMQTTSUBACK:2,0
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S8 <packet_id>: Z A BUBTT IR XAVE R id AF E1TAEBUEITE
JHELE

1R [EME T B

e +IMQTTUNSUBACK:5

SR iZﬁ?xﬁﬁégfﬁ)?Iiﬁ?ﬂﬁ. AERARE Zin NTREBUHETTE
ACK B R A

2.12 X#IHER ACK $R3C +IMQTTPUBACK

B Tl SR HE A R +IMQTTPUBACK: <packet_ id>
A

~

P <packe_t_id>: %g: 'z_zﬁﬁ"ﬁ)i'iﬁﬁ'il PUBACK R X AYE R id B F L7
# gos=1 A PUB JE E.ITAC

R EE 15 AR

-+ +IMQTTPUBACK:1

. ZHSABER A ENT. FERAWE =is T1TH PUBACK 8

/EI%\$IJF1-
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3.1 Bt Lk AT+IDMPP

+IDMPP=<message>

M ar < AT+IDMPP=?
OK
+IDMPP:<msg_id>
OK
HiToms AT+IDMPP=<message> +IDMGPR:<msg_id> <code>,[reply_msg],

<message_status>
H IDMGPR BZZ=ismEIE.

&



+CME ERROR:<err>

SHER o o
i <message>: A LIBEEBAAR
<msg_id>: & FrAmEEMN Id;
1R [E{E 5% BF =imX T EfTRE RS ITR IR 53R 7 IDMGPR RiEL A ¥R
IDMGPR.
ERIGEERA:
AT+IDMPP={"LightStatus":1}
+IDMPP:3
Al
=15 oK

+IDMGPR:3,200,{},success
MU R F {7345 /5, F IDMGPR #17EIE, &L IDMGPR g4
FIREIEE KRB ERAANIBE A json 18X, AREEHAE

pE o S payload SMERIB NS5 . ELan A A anREAN
AT+IDMPP="{"LightStatus":1}", ZAETXEAREBIRAI N json 483K,

3.2 BM T4 +IDMPS

FE EIREEIAER: +IDMPS:<msg_id>,<msg_len> <message>
OK
SEOR A

<msg_id>: EA IE]JEE A msg id.
R EME A <msg_len>: EE WEEBENKE.
<message>: FHE WEIEEANARE.
=451 +IDMPS:911228506,17 {"LightStatus™:1}

FREM
3.3 E4 R AT+IDMEP

+IDMEP=<eventid>,<message>
MRS AT+IDMEP=?

OK

+IDMEP:<packet_id>

OK

+IDMGPR:<msg_id>,<code>,[reply_msg],
#1784  AT+IDMEP=<event_id>,<event_payload> <message_status>

WA
+CME ERROR:<err>
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ERE

<event_id>: FFFE. EHNR;
<event_payload>: Ff&E. EHAZR,;

<packet_id>: & L7 IHERIREA id;
FHROEEMRERY. mimN T ETAYREAE IDMGPR EE ¥ 1 IDMGPR.

R FDHE BRI
AT+IDMEP=0nSync,{"SyncTime":1}
+IDMEP:15

OK

+IDMGPR:15,200{},success

N
AT+IDMEP=Error,{"ErrorCode":0}

+IDMEP:5
OK

+IDMGPR:5,5096,{},event not found

iRl R E i3l A S, B IDMGPR #17EIE, B4kl IDMGPR 384

3.4 [EERRE1ER+IDMSS

W E =i T

TERREW
&
A

~

SE

R [\ & A
Bl

EREM

FIRBEIRE R

+IDMSS:<msg_id>,<rrpc_id> <service_id>,<msg_len>,<message>

<msg_id>:#E JH 2 id

<rrpc_id>: FHFE. frEH id
<service_id>: FFFe. WEIRSHY id
<msg_len>: A UTEEEARNKE
<message>: FHFER. WEEEENAZR,

+IDMSS:463415983,1476855180753505792,UpdateModel,20,{"UpdateTaskID":"1"}

R IMDSS &, BEEIEA IDMSSR WiZEHRESHTEE ., &EEBNE
RAEEE, BHESBETRELRSHITRK.
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S

MR a5 AT+IDMSSR=? OK
Wit AT+IDMSSR=<msg_id>,<rrpc_id>,<service_id>,<code>,<reply_message>

<msg_id>: ZA I FH LA id.
<rrpc_id>: 2 E. fREH id
SEORIA <service_id>FfF &, WFI RS id.
<code>: BRI JIRZSHD.
<reply_message>FHE. W TRITRFEENAS,

1R Bl &5 B

AT+IDMSSR=736680742,1476901500164427776 UpdateModel,200.{}
il

oK
EREM

3.6 =umiE A O & +IDMGPR

wmex® AL owyx
BB =im M TEE S EIRIKEIRER:

M E NG4S +IDMGPR:<msg_id> <code>,[data],< message_status>

<msg_id>: ZH& SHE ID.

<code>: BA ZikEZH code;

S8R > BE ZinEl R
Rkt [data]:ZFFF . =im NTEIE,

< message_status>: FFERIEBARTS
1R [E11& 15 BB
— +IDMGPR=10,200,{},success
o] s
EREI

3.7 FP MR S5IEK+IDMAS

wmORB @t w0
gig;ﬁ;;ggi +IDMAS:<msg_id> <service_id>,<message>
<msg_id>#& JEH id
SR <service_id>: FH&. WHIRSH id
<message>: FfFH. WEIEEARMNARE,

R E{E
4l +IDMAS:193663894,QueryContent {"CreativelD":"123"}
AREM WEZEEE, HEFEM IDMASR BIE1ZFHRSE .

3.8 P REEE < AT+IDMASR



+IDMASR=<msg_id>,<service_id>,

Miked  AT+IDMASR=? <code>,<reply_message>
OK

AT+IDMASR=<msg_id>,<service_id>,
HiTrS  <code> <reply_message>
<msg_id>: A IWEEERYid.
<service_id>FF&. IBIREH id.
<code>: E&I FRE MM
<reply_message>Fff&. M TEFBRFEENHNE,
1R [E1E 15 AR

AT+IDMASR=844966647,QueryContent,200{}

OK

Bl
OK
EREM

3.9 YIRELAIEE 2 AT+IDMAUTH

+IDMAUTH=<product_key>,
<device_name>, <device_secret>,

Wi o< AT+ IDMAUTH =? [product_secret]
OK
RENEFINEER
Ay AT+IDMAUTH?
OK
AT+IDMAUTH=<product_key>, OK
S5md <device_name>,<device_secret>, =&
<product_secret> ERROR: Error parameter.
<product_key>: FFF &R, /= mAAEH
SH <device_name>:.r‘57?—fv’}$, 3’%\%%%
<device_secret>:FFF &, & &M 5A
<product_secret>:F &, /= RmH4A
R [EE% R
Sh s
AT+IDMAUTH=gb80+1U, eng_**, 9da*++d2, 5Q5KQ*+2A1P
OK
Bl
FEi5S: AT+IDMAUTH?
+IDMAUTH=gb80*1U, eng_**, 9da***d2, 5Q5KQ**2A1P
OK
ST FRASHENRIE, SESHRFEREEANIESRFMHSEF, BF

R EENEPURTE.



3.10 ¥EESH AT+IDMPARA

SE05

CACIEERETEE

Bl

ERE

+IDMPARA=<key>, <value>
AT+IDMPARA=?

OK

OK

&

ERROR: Error parameter.

AT+IDMPARA=<ParaTag>,
<ParaValue>

<ParaTag>: FF . SEM AR
<ParaValue>: . 4 M1E

ParaTag 3% TIMEOUT, KEEPALIVE, TLS, AUTHMODE. £t
TIMEOUT: MQTT EKiBRfAf[E], AL s
KEEPALIVE: 5 =% 29 E H9: 0 Bki8 i (8] B, S AL 70
AUTHMODE: $U& =,
0:A=JCeAEE BIA K 0.
LA—B—2 AEeA;
2H—B—% R H.
TLS: 0 ATCP HiE, 1 AFETLS 2245 M. BAA 1

= A A
IS

AT+IDMPARA=TIMEOUT,7

OK

B4 AT+IDMPARA?
+IDMPARA:timeout=5,tls=1,keepalive=1200,auth_mode=0,heart_beat=25

OK

3.11 EIYHERZE = AT+IDMCONN

ZHR
IR @& A

+IDMCONN=<host>,<port>
OK
+IDMSTATE:1

AT+IDMCONN=?

AT+IDMCONN=<host> <port> OK
HE
+CME ERROR:<err>
<host>: FFF . matt RFH/AVENR.
<port>: BA&I yx0.
WREZMI, BEFHFEHRSH IDMSTATEL IFH
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ERE

AT+IDMCONN=demo.iot-as-mqtt.cn-shanghai.aliyuncs.com,443
+IDMSTATE:1
OK

e SN
+CME ERROR: connect failed, please check network status and
variables like url, produt_key, device_name, device_secret

FAIL

3.12 EE YRR BV EEIRZS AT+IDMSTATE

SH05
R E & A

Bl

1R [EE T BR
ERE

+IDMSTATE
AT+IDMSTATE=?
OK

+|IDMSTATE: <state>
AT+IDMSTATE?
OK

AT+IDMSTATE?
+IDMSTATE:1

OK
<state>:MQTT ZF IR OMQTT BiFPIRZS. 1LMQTT EEIRTS

3.13 YR AT FZERE AT+IDMDISCONN

MWt a5 <

iz

SH05
1R [EE T BR

Tl

EREW

AT+IDMDISCONN=? oK
OK
AT+IDMDISCONN =&

+CME ERROR:<err>

AT+IDMDISCONN
OK



3.14 % B & AIAIE{S & AT+IDMCRED

+IDMCRED=<clientid>,
<username>,<passwd>

5 wia AT+IDMCRED="?
oK
oK
. AT+IDMCRED=<clientid>, .
Ewme NE

<username>, <passwd>
P ERROR: Error parameter.

+IDMCRED=<clientid>,
<username>,<passwd>

EHS AT+IDMCRED?
OK
<clientid>FfF 8. MQTT BERCHHY clientid FE&
SR A <username>: FfF . MQTT BEIRXH A username FEX
<passwd>FFF&B. MQTT EiER X H HJ password FE&
1R [E1E 15 AR
5i5<:
AT+IDMCRED=democlietid,demousername,demopasswd
OK
=~ .
Qe RS
AT+IMQTTCRED?
+IMQTTCRED:democlietid,demousername,demopasswd
OK
S MREZFEZYENES, BIWE A IDMAUTH AN TTHR & 560
R NEER) FRUERAESHARZINEES.
ARMIESL

4.1 FFBIEFFEC AT+IBLECONFIGSTART

+IBLECONFIGSTART=<mode>,[aes_key]

MR a4 AT+IBLECONFIGSTART=?
OK
OK
_ AT+IBLECONFIGSTART=<mode>
7= AN 56
Wit < [aes_key] =&
+CME ERROR:<err>
<mode>: T {Et&E=R.

0: 7EB& flash FAYBECMNE R AFNE MR
1. HEANRE B M (ssid/passwd A AES fII%R)
2: HANBAXENER (G AL

SE05



[aes_key]: FIFEEXH AES BMA IR ARH N, N FABRIAR AES key.
iR [B1{&15% BF OK

AT+IBLECONFIGSTART=1
B+

OK
EREM

4.2 1215 ZFEC R AT+IBLECONFIGSTOP

+IBLECONFIGSTOP

MK a2 AT+IBLECONFIGSTOP=?
oK
oK
mired AT+IBLECONFIGSTOP E%=o
+CME ERROR:<err>
SE A
R [E{E% B
AT+IBLECONFIGSTOP
B+
OK
AREI

4.3 FRRERSE M AT+IAPCONFIGSTART

FRE&HS, #ARMNERL

wmexR  HEt 0 owms
AT+IAPCONFIGSTART=

MR a5 AT+IAPCONFIGSTART="? <mode>, [ap_ssid_prefix],
[ap_passwd],[aes_key]

AT+IAPCONFIGSTART=

MPPUN <mode>, [ap_ssid_prefix], OK

[ap_passwd],[aes_key]

<mode>: T &

0: 7BBg flash FRBECN{E R, AFHNE MR

10 HAREEMAEL (ssid/passwd F AES M%)

2 FENRXECMIER (B A )

S5
[ap_ssid]: IR & #v s ssid AYRTER, BRIA A BLEOX_UAP
[ap_passwd]: i &R MR IR AR E N ABKIAZERD .
[aes_key]: AP BEEXA AES #4H a0, U FBRIAAY AES
key.
1R [B1{E 15 AR
AT+IAPCONFIGSTART=1,demo_ap_ssid,passwd,1234567890abcdef
1l

OK



REH R ssid B9FE A mac it INRETER AN, W ssid &

Nat iﬁ\ Iﬁ ; fitei
ERHT FRIAN BLEOX_UAP_118CCO, Erh 118CCO % mac =1

4.4 B 1HE R SECN AT+IAPCONFIGSTOP

KR EHR R, BREAECMER

+IBLECONFIGSTOP

M ar < AT+IAPCONFIGSTOP=?
OK
- AT+IAPCONFIGSTOP

W7
SEORIA
1R [E]15E AR

AT+IAPCONFIGSTOP
T~

OK
AEREM
5.RFIER
5.1 &g & H AT+UART
TREWEAFER
E3:Sacy AT+UART? OK

AT+UART=<baudrate>,<databits>,<stopbits>,<parity>,<flow

TS control>

<baudrate>: # A UART JF4FEK
<databits>:E A ¥IEAL
5: 5-bit FIBAL
6: 6-bit FHBAL
7: 7-bit BIEAL
8: 8-bit FIBAL
<stopbits>:E A {Z |F i1
1: 1-bit {2 LEAL

S5 P 2: 1.5-bit {2 1AL
3: 2-bit {F1EAL
<parity>: & KIS
0: None
1: Odd
2: Even
<flow control> E&&Y 7%
O: NERERE
1: f£6E RTS



2: {88 CTS
3: EIRH{ERE RTS #1 CTS

iR [B1{&15% BF
AT+UART?
AN
+UART_CUR:115200,8,1,0,0
EREM
5.2 BERAS AT+GCMR

+CGMR
Wt fr & AT+CGMR=?
OK
+CGMR : <software ver>, <hardware ver>
Y AT+CGMR
AR +COMR: <time>
ZH
{software ver>:ZfF. MM RAS
3% [A] 48 15 B <hardware ver>:F{F . WA,
<time>: “FAFHI. RRAGm PRI [A].
AT+CGMR
P +CGMR:FW:1.0.0, HW:1.0.0

+CGMR:Time:10:26:29, Dec 31 2021
ERE

5.3 FEIS S AT+IHELP

+IHELP
MR B2 AT+IHELP=?
OK

. AT+IHELP BREFR AT 182
e 1 AT 38
ZH05 A
IR @& BB

AT+IHELP

_ # AT -- Null cmd, always returns OK
ol Y

# AT+UARTE=<1|0> -- echo on/off



# AT+UART -- config uart save into flash
# AT+CWMODE=<mode> -- set the wifi mode save into flash

# AT+CWIJAP=<SSID>,<PSK> -- join ap and do not save into
flash

# AT+CWLAP -- scan the ap near

FREIM
5.4 & /& AT+IREBOOT

+IREBOOT
MK < AT+IREBOOT=?
OK
PEIUN AT+IREBOOT EN=Li vl
S0 A
1R [E11& 15 AR
AT+IREBOOT
il
OK
AREM HEERBTHE], MEX AT 15
5.5 fREH % B AT+IDEFAULT
wmox® & wy
+IDEFAULT
MK a2 AT+IDEFAULT=?
OK
BREEWRE B IR BRBR
IPEIUN AT+IDEFAULT flash FRE BIE=T4H
Y ZHAER
SEOR A
iR [Bl{&5% BF
AT+IDEFAULT
~Bl
OK
EREI

5.6 % & WIFI T{EE=\ AT+CWMODE

. +CWMODE:<mode>
EiEHS AT+CWMODE? mode



OK
T AT+CWMODE=<mode> OK
<mode>:E & WIFI T ==
0: & Wi-Fi #3(, FF B X Wi-Fi RF
SEE A 1: Station &I\
2: SOftAP #&H T\
3: SoftAP+Station &1
1R EE T A NEE05 R
AT+CWMODE=1
7~
OK
AEREI

5.7 TFIRZS AT+INETSTAT

+INETSTAT
MK < AT+INETSTAT=?
OK
+INETSTAT:<connect_statue>,<ip_addr>,<mac_addr>
L AT+INETSTAT
HiTwe
OK
W& LIS 50 .
. N +INETSTAT:<connect_statue>,<ip_addr>,<mac_addr>
B4 - P
SE0E A
<connect_statue>:E£ 8. WiFi BERIAZ:
LRERE
. 4BERE
Y EIR =R
1R [E{E 1% BF 5D W I
<ip_addr>: FFF & REIKIEAY IP Hbdik
<mac_addr>: FF &, &8 MAC itk
AT+INETSTAT
15 +INETSTAT:1,0.0.0.0,B8:4D:43:35:A6:06
OK
EREI

5.8 ZEHELAA MAC Hi3E AT+IREADMAC

+IREADMAC
MK < AT+IREADMAC=?
OK
+IREADMAC:<mac_addr>
TN AT+IREADMAC

AR IR

OK



IR [El{&E 15 AP <mac_addr>:FfF &, IREE & MAC it
AT+IREADMAC

T~ +IREADMAC:B8:4D:43:35:A6:06
OK
ERER

5.9 FEiEEE R AT+IWIFICONNECT

OK
AT+IWIFICONNECT=
<ssid>,<passwd>,[save] ERRHRHINE, S

+INETSTAT:<connect_statue>,<ip_addr>,<mac_addr>

MRS

<ssid>FfFE B8R ssid.
SER A <passwd>: FRFE. R FRAS D,
[save]: A 0 RIRARFE flash, % 1 RRREFE flash.

R EER
iA

AT+ IWIFICONNECT = demo_ssid,demo_passwd, 0
Tl OK

+INETSTAT:4,192.168.3.10,B4:0E:CC:11:BB:AA
EREM

5.10 W7 FFE& =% AT+CWQAP

OK
178 AT+CWQAP

SE05
R EMET
i

AT+CWQAP
Bl

OK
EREM

511 & HTTP 353K AT+HTTPC

=~ AT+HTTPC=<opt> <content- <reply_data>

AT type> <url>,[<data>]



OK

<opt>: http 3£ I

sy “CoNentbpex WEXE
<url>: 35[8] 9 http ML, ip Hidk+i% 0
[<data>]: THKAVEHE

IR[E{EE <reply_data>:FfF .

5!
AT+HTTPC=0,0,192.168.3.18:8000,0

+HTTPC:246,<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"><html|>
<title>Directory listing for /</title>
<body>
<h2>Directory listing for /</h2>
<hr>
=~ <ul>
<li><a href=".DS_Store">.DS_Store</a>
<li><a href="html/">html/</a>
</ul>
<hr>
</body>
</html>

OK
EREM

6. B AEZKIES

6.1 OTA A& SHKECE AT+IOTAPARA

+IOTAPARA=<param_tag>,
<param_value>

MK < AT+IOTAPARA=?
OK
AT+IOTAPARA=<param_tag>, OK
HiTme <param_value> HE

+CME ERROR:<err>
<param_tag>:FfF . OTA IS KA.
BLOCKSIZE : BEEE R MCU FHR B K/

SR "
At <param_value>: 28 SEHIME.

BLOCKSIZE ] Bt &St 64~2048Bytes, EKIAZ 256Bytes
R [El{&3 BF

AT+IOTAPARA=BLOCKSIZE,1024
Bl



OK
EREIM

6.2 MCU fRE(5 2 LR AT+IOTAVER

+IOTAVER=<mcu_version>

MR S AT+IOTAVER=?
oK
OK
miTe< AT+IOTAVER=<mcu_version> =&
+CME ERROR:<err>
SH A <mcu_version>:FfF . MCU BRRA S
1R [EME 15 AR
AT+IOTAVER=2.0.1
B+
oK
ARSI MRFEIR, HIEXS MCU #TFHR

6.3 RIFIELHEX MCU F+4& AT+IOTASTART

+IOTASTART:<enable>

MK ar < AT+IOTASTART=?
OK
OK
7 Rty AT+IOTASTART=<enable> E%

+CME ERROR:<err>
<enable>:## MCU & 1F MCU X E#THER.
enable:

e
SR 1: MCU S PR3 T B T8

0: MCU HEEARFHR, FREFER
35 B 5154 9
57 g‘l’K+ IOTASTART=1
ERER

6.4 KX MCU AR EHBRER AT+HIOTASHO

sy AT+IOTASHO=? ;'}?TASHO

+|OTASHO: <total_frame>,
<frame_size>,<version>,

Wi s AT+IOTASHO <image_size>,<digest_method>,
<expect_digest>
OK



qE

+CME ERROR:<err>
<total_frame>: #A EH2EH 2 EE
<frame_size># & EHBENREAE
<version>FfF 8B FRAY B AR AR A
<image_size>: & B {FHIA/N

SRR <digest_method>:Z & E{FHRIE T
0 =7~ md5
1 3R 7R sha256.
<expect_digest>FF . EHHNREE
IR [E] &5 BB RAEFRIRTSE % +CME ERROR
AT+IOTASHO?
i+ +|OTASHO:4,256,1.0.1,1024,0,"abcd12345678"
OK
ARSI

6.5 1EREHHSBEIE AT+IOTASTX

N +IOTASTX: <f >

it 64 AT+IOTASTX=? o rame
+|IOTASTX:<frame>,<data_size>,
<crcl6e> <data>

T AT+IOTASTX=<frame> OK

®E
+CME ERROR:<err>
<frame>: B A FEHFKINNEHE
<data_size>:#A REINEHFERE A/
SER IR <crcl6>: data #57>#9 CRC16 RE1E
<data>: EFHHD BEIE

R [EE% R
AT+IOTASTX=0

B+ +]OTASTX:0,256,12345,0102030405
OK

ARSI

6.6 IEREHHHBHIE AT+IOTAQUERY

Wi AT+IOTAQUERY=? ;'}?TAQUERY
OK
hiTm< AT+IOTAQUERY s
+CME ERROR:<err>
SLR
iR [ A

i+ AT+IOTAQUERY



OK

MRRZIHEARHBFHEE, SMERENHREE, KHB
N FF+2R

6.7 RABEETEARZSRE L +IOTASTATE

MK a4 /. 7T
HiTmd v x
1ELA 7B MCU . . .

ok +|OTASTATE: <state>,<version>,<image_size>
TR TEIRZS 9

<state>: A 1EHF LA MCU EHA THIRTS

0: EFMINTEARMCU FEBIT"AT+HIOTASTART=1"# T &
Ja HATFAX MCU #1TFHR

LIEAEH THE GRS

2 E e TR

3B EH AN

4B EH KK

5:45 MCU ZIXE 4, IWEZRZSE MCU o] IXFHRTEREHE R
(AT+IOTASHO)F 4> B £ HE(AT+IOTASTX)

6 X B HERES
<version>:FfF & R A S
<image_size> %Y

A IR

IR [E &% BB
¥
EREM Lstate OB, AABENEREATEFH AT+HIOTASTART=1

6.8 EH-SEH#TSER+IOTAEQT

PR BEH THERERATHINE RAERITRES

Midar< 7 x
miTw< o x

FrENBEHTREMEESA +IOTAEOT
FHRE+IOTAEOT

SEUR R

IR [E11& 15 FR

B+

EREM
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